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February 1905. Ivan Kaliaev, a member of Russia´s Socialist Revolutionaries, is determined to assassinate Grand Duke Sergei. The carriage taking the Grand Duke to the Bolshoi Theatre draws near. Kaliaev is about to launch his bomb at the Grand Duke when he notices that Sergei is not alone. His young nephew Dimitri and niece Marie are with him in the carriage. Kaliaev decides to abort his attack rather than to kill these two innocent children.

September 2004. Chechen terrorists are planning an attack in the Russian republic of North Ossetia. They decide to target school No. 1 in Beslan and take its children and their teachers hostage. The hostages are starved of food and water. In the ensuing gun battle 331 people are killed, including 186 children. This is the gruesome reality of terrorism in our time.

Of all the vile and heinous crimes perpetrated by man, few are more abhorrent than the deliberate killing of children. No cause or grievance can justify such acts of barbarism. Targeting civilians, trampling their fundamental right to life, threatening both liberty and security, terrorism corrodes the very foundations of civilisation. In areas from the Middle East to Kashmir terrorists foment hatred and prevent the peaceful resolution of conflicts. Should terrorists one day succeed in obtaining nuclear weapons or other weapons of mass destruction their casualties would no longer number thousands but many hundreds of thousands.

Terrorists claiming to act in the name of Islam are banding together across borders to establish networks of increasingly global reach. A strong and united transnational response is required to counter their methods and their message. Our response must be determined as well as proportionate, firm as well as just, effective as well as legitimate, and grounded in international law. In defending our population against terrorism we must take care to respect the rights and values we have pledged to defend. 

Terrorism is a phenomenon with which Europeans have been tragically familiar long before “9/11”. Over the past four decades, terrorist attacks by the IRA, ETA, the Rote Armee Fraktion, the Red Brigades, November 17 and others have claimed over 4,000 lives. Nor is terrorism by Islamist militants new to Europe, in light of the French experience in the mid-1990s. Today's terrorism, however, is different both in terms of scope and in terms of intensity. What Europe is confronted with today is a global insurgency, based on extremist interpretations of Islam, and perpetrated by internationally operating terrorist groups - including Al Qaeda - as well as by individuals and loose networks acting in the spirit of jihadist ideology. Today’s terrorism, aimed at killing maximum numbers of civilians, is also considerably more lethal than previous manifestations.

In 2004, according to the American National Counterterrorist Center 9,321 people were killed, wounded or kidnapped in terrorist attacks. The majority of incidents took place in South East Asia and the Near East. However, the number of victims in Europe was higher than that of any other region. This was the result of the attacks in Madrid (191 dead, some 1.900 injured) and Beslan, Russia (331 killed, over 600 injured). Even though the casualty toll of last July’s suicide bombings in London was lower than that in Al Qaeda’s attacks on Kenya and Tanzania in 1998 and the US in 2001, the fact that the missions were executed by locals, seemingly well integrated in British society, is cause for concern. The trend is clear. As was already apparent in the Madrid attacks and the killing of the Dutch film maker Theo van Gogh, Europe has become both a target and a source of terrorism perpetrated in the name of Islam. No longer is Europe only a base of support for attacks carried out elsewhere in the world. European societies have become an integral part of Dar al-Harb – the domain of war. The threat to Europe emanates from Europe-based Islamist networks as well as - increasingly - from unaffiliated actors: groups and individuals acting independently. The risk of further attacks in Europe - and on Europeans elsewhere in the world - is real and will probably remain high for years to come. 

This is not to say there has not been progress in the fight against terrorism. There has been an unprecedented increase in the level of international co-operation, including at the level of the European Union. Several attacks in Europe have been prevented. Working closely together France and Spain have been able to deal ETA a major blow. In what appears to be a significant development the IRA has renounced violence. Elsewhere, in Algeria, the GIA no longer represents a major threat. In Malaysia the influence of the PAS is on the wane. Libya’s Qadhafi has abandoned terrorism. And, crucially, Al Qaeda and its affiliated movements have failed in their objective to trigger popular uprisings against the governments of Islamic countries such as Pakistan and Saudi Arabia. On the contrary, in mostly free and fair elections, in countries ranging from Afghanistan to Indonesia and Iraq, millions of Muslims have resoundingly rejected Bin Laden's and Zawahiri's thesis that Islam and democracy are incompatible. Opinion surveys consistently indicate strong support for popular accountability and democratic freedoms throughout the Arab world as well.

But the threat of terrorism has not abated. On the contrary: the terrorist threat has become more complex - notably, though not exclusively, as a result of the war in Iraq. Though Al Qaeda has been deprived of its operative base in Afghanistan and of much of its leadership, it has proved adaptive and resilient, and moved much of its base into cyberspace. The international jihad is now virtual as well as physical, and more dangerous as a result. On the Internet recipes to make bombs are, as a British Police Commissioner put it, “as available as a recipe for meatloaf”.

Al Qaeda reduced its vulnerability by changing its organisational matrix from a vertical to a horizontal model. Abu Musab al-Zarqawi was co-opted as a major partner, whose role in Iraq has inspired terrorist groups elsewhere in the world to seek closer contact with him. Intelligence agencies have warned that the war in Iraq has stimulated processes of radicalisation and recruitment into terrorism in and beyond Iraq itself. The images of strife and bloodshed, and the images of Abu Graib, repeated over and over again on Arab television stations, have fuelled anger, resentment and militancy in Muslim communities in Europe and elsewhere in the world. Among the foreigners who have travelled to Iraq to join the insurgency are aspirant jihadis from several EU Member States. Those who will eventually return to Europe may have acquired urban warfare skills that present a clear danger to European society. More than a few will try to exploit their status as former fighters to fuel violent extremism in Europe’s Muslim communities.

Trust in U.S. policies and motives appears to have been one of the casualties of the war in Iraq. Opinion surveys show that, while democratic values continue to be widely supported all over the world, including in Muslim societies, attitudes towards U.S. policies remain highly critical. Since 2002, public support for the U.S.-led ‘war on terror’ has dropped in France, Germany, the UK and Russia from around 70% to about 50%; in Canada and Spain support fell below 50%, with most Muslim countries, including Turkey and Pakistan, at even lower levels (Pew Global Attitudes Survey, July 2005). There is no doubt that America as well as its partners would stand to gain from an improvement in these perceptions.

Since 2001 the member states of the Union have considerably improved their domestic defences against terrorism. They have also strengthened the role of the European Union. The EU’s three principal objectives are to reduce the terrorist threat, to reduce Europe’s vulnerability, and to reduce the consequences of terrorist attacks. Action is being taken in five priority areas: information sharing and co-operation among national law enforcement agencies; combating the financing of terrorism; civil protection and the protection of critical infrastructure; addressing the causes of radicalisation and recruitment into terrorism; and mainstreaming counter-terrorism in the EU's external relations. I propose to look briefly at each of these priorities.

Cross-border co-operation

EU Ministers have agreed on a wide range of initiatives to improve cross-border co-operation. Europol is currently engaged in 21 national investigations into islamist terrorism. Eurojust, which brings together Europe's public prosecutors and investigating judges, has taken on 11 new cases of cross-border co-operation since January. Europe's security and intelligence services have joined forces in the Counter-Terrorist Group and in the Situation Centre in the Council Secretariat. Since the beginning of the year, the SitCen provides strategic analysis of the terrorist threat to Europe's Ministers of the Interior, Justice, and Foreign Affairs. A fourth agency has been created in Warsaw to assist national border authorities in protecting Europe's 6.000 km of external land borders and its 85.000 km of coastline. The EU is contributing one billion Euro to assist its new member states in the field of internal security. 

Important legal measures have also been taken. Before 9/11 only 7 of the then 15 member states had specific laws to fight terrorism. Today, subsequent to EU legislation, all 25 do. 

The European Arrest Warrant has significantly speeded up the process of extradition of criminal subjects in the Union. Hundreds of these arrest warrants have been issued by France and other Member States. In July, for instance, an suspected Algerian member of the Groupe Salafiste pour la Prédication et le Combat, Othman Deramchi, was arrested in Marseille at Italy's request during a joint operation by the DST and Italian carabinieri. Ministers have also agreed measures to make it more difficult for terrorists to travel. European passports will be provided with two biometric identifiers (fingerprints and facial scan) to better protect hem against fraud. Interpol will be provided with all information concerning the thousands of passports that are lost and stolen in EU member states each year. This Interpol database will be an important instrument to improve border security. The European Commission is investigating how the police and other law enforcement agencies could make use of European databases such as the new Visa Information System, while simultaneously improving data protection.

Financing

Terrorists need money to prepare and carry out attacks. The EU has strengthened its rules against money laundering and against illegal cash transfers. A Europe-wide network of Financial Intelligence Units has been created. Co-operation with foreign partners, from the U.S. to Israel, is being intensified. New rules on the transparency of charities and other NGO’s are in the pipeline, as measures relating to wire transfers and alternative remittances. In New York EU member states discuss ways to improve the effectiveness of the Al Qaeda sanctions mechanism.

Protecting citizens and infrastructure

Bin Laden and Zawahiri have made no secret of their desire to inflict economic harm on the United States and its allies. Zarqawi announced his intention to attack Western interests outside Iraq. Faced with this threat, the European Commission will shortly issue proposals to protect the Union's critical infrastructure, such as transport, energy and telecommunications. This is an area where much work remains to be done. 

Civil protection and emergency response management for the most part fall under the national competence of member states. Nevertheless, EU governments have pledged to assist each other in case of a major terrorist attack and to improve their capabilities to prevent and respond to non-conventional threats, such as the use of so-called dirty bombs, bioterrorism, and attacks with (or on) chemical stocks. 

As deadly diseases can be weaponized it is probably only a matter of time before terrorists will employ them. Pathogens obtained or contracted in one part of the world can spread to different continents within days, even hours. Most countries are ill-prepared to cope with such threats. Governments find it difficult to budget for low-probability, high consequence events, and public health policies on the whole do not yet reflect that public health has become an essential dimension of national security. In the EU, the European Commission has proposed to co-finance the creation of common stocks of vaccines to combat bioterrorist attacks. EU governments, however, have yet to agree on the Union's medium-term budget.

Countering radicalisation and recruitment 

We can only defeat terrorism in the long term by preventing the next generation of terrorists from emerging. We must reduce the breeding ground for terrorism - arguably the most important counter-terrorism objective for the medium and long term. Of course, it is far from an easy task. There are, for instance, no causal relationships between poverty or social deprivation and terrorism. Many terrorists - including in Europe - were educated, had jobs, and were seemingly well integrated. Political factors seem to play a more important role. There is general recognition that regional conflicts, bad governance and state failure can allow terrorists to hide, recruit, and plan attacks. Efforts to prevent and resolve regional conflicts and to promote human rights and good governance, including in North Africa and the Middle East, must therefore be at the heart of international counter-terrorism strategy. Efforts to prevent state failure and to promote post-conflict rehabilitation are equally critical to prevent and combat terrorism. This is one reason why Europe is a major partner in the reconstruction of Afghanistan and Iraq, and why the EU actively supports the African Union's peacekeeping efforts. The Union and its Member States already provide 55% of the world's official development aid and have pledged to increase their contribution by € 20 billion by 2010. 
One of the key lessons Europeans learned in coping with terrorism is that it is essential to drive a wedge between the terrorists and those whom terrorists claim to represent. Public opinion is a critical component of any counter-terrorism strategy. When those on whose behalf the terrorists claim to be fighting clearly and consistently indicate their rejection of terrorism, terrorism can be defeated. It will often take many years, but the fight can be won. It is encouraging to note that, though support for violence against civilians in the name of Islam has risen in Jordan, it has remained relatively low in Turkey and declined significantly in Lebanon, Morocco, Pakistan, and Indonesia (Pew 2005). Earlier this year, the Islamic Commission of Spain - among others - issued a fatwa condemning terrorism, Al Qaeda and Osama bin Laden. 

It should be clear by now that we are not witnessing a clash between civilisations. Instead what we see is a clash within the world of Islam, between a violent minority and a majority which does not engage in violence. The challenge for the majority - pluriform as it is - will be to reclaim Islam from the blood-soiled hands of the extremists. The fight against terrorism is first and foremost a battle for hearts and minds. 

This battle is fought not only in Muslim countries but on European soil as well. Europe's relationship with the world of Islam is arguably one of its most important strategic challenges. Externally, European security is directly affected by developments in North Africa and the wider Middle East. Internally, how Europeans - Muslims and non-Muslims - cope with the threat of terrorism has a bearing on social cohesion. In Germany, for example, authorities have warned against the emergence of 'parallel societies'. Half of the Moroccans and Turks living in the Netherlands feel that Muslim lifestyles and Western lifestyles are incompatible. Half of the Dutch population agrees.

Moderate Muslims, in Europe and beyond, play a critically important role in preventing terrorism in the name of Islam. How can the West support moderate Muslims in this struggle? First, by being careful about the terms it employs. Language is never neutral. When Americans or Europeans use the term war on terror, many Muslims are reminded of President Bush's use of the term crusade shortly after 9/11. When Western media, as they too often do, speak about Islamic terrorism, they undercut the efforts by moderate Muslims to reject terrorism in the name of Islam. 

If we are to develop the necessary (and long overdue) counter-narrative to the jihadist ideology of Zawahiri and company, our first step must be to use language that resonates with Muslims. 

The second step is to present ideas that do. This means we must carefully calibrate the concepts we employ. Europeans agree with President Bush that “(T)he best hope for peace in our world is the expansion of freedom in all the world”. Yet in working to spread freedom we should promote not only civil and political liberty, including freedom from oppression, but freedom from all factors inconsistent with human dignity, such as hunger, disease, ignorance, poverty, and fear. Man needs freedom but he craves justice just as much. In mainstream Islamic theology, as in the other Abrahamic traditions, justice is one of man’s most sacred duties. 

Of course our actions need to match our words and ideas. Perceptions of double standards tend to constrict European and American efforts to engage with moderate Muslims. Throughout the Middle East and beyond, reformers expect the European Union and the United States to support their struggle for accountable and representative government. In June 2005, EU leaders and President Bush pledged to work together to advance these priorities around the world. This commitment could have far-reaching consequences. Democracy is as much about culture as it is about process. For democracy to strike roots, democratic values must be widely shared. To prevent the risk of ‘one man, one vote, one time’ scenarios it is important to focus on the preconditions for successful democratic development. For the EU, as Javier Solana has written, this means: free media, an independent judiciary, a vibrant civil society with effective public services, and a dynamic private sector. In other words: institution building and pro-active human rights policies. It is clear that concerted US-EU efforts along these lines would hold considerable promise.  

International co-operation

Let me add a few words about this fifth area of EU counter-terrorism strategy: co-operation with international organisations and partners such as the United States.

Evidently Europe's security does not stop at its external borders. The United Nations have a crucial role to play in reinforcing counter-terrorist cooperation globally. This is why we supported the adoption of the new convention against nuclear terrorism, and why the EU is keen to see the adoption of a global convention against terrorism. It is high time the world put an end to the perverse logic according to which blowing up men, women and children in the name of self-determination is not considered terrorism. We are also working hard to promote the universal ratification of the 12 earlier UN Conventions against terrorism - so far, fewer than half of the 191 member states of the UN have ratified all 12. We are also working with the UN to assist counter-terrorism capacity building in developing countries. Discussions about aid between the EU, Algeria and Morocco are in their final stages, and co-operation with Albania, Kenya, Indonesia, Jordan and Tunisia is being explored. 

Counter-terrorism co-operation with the United States is wide-ranging. Notwithstanding certain disagreements, four major EU-US agreements have been concluded: on extradition, mutual legal assistance, container security, and air passenger security. Work against terrorism financing is increasingly being co-ordinated across the Atlantic. The US has increased co-operation with both Europol and Eurojust. A high-level dialogue on transport and border security has been created. Customs officials work closely together. 

The absence of peace in the Middle East continues to be exploited by terrorists and their supporters to incite hatred and violence in many parts of the world. Of course peace in and by itself would not imply the end of terrorism. Still, progress towards peace in this region is important to drain the swamp in which terrorists prosper, in Europe and elsewhere. To implement the Road Map is essential. Just as necessary is it for the Palestinian Authority to put an end to suicide attacks and similar violence. A viable, democratic Palestinian state cannot be built on a culture of violence. European experts are helping the Palestinian Authority to build effective and accountable police forces. 

Counter-terrorism policy must respect human rights and humanitarian law. It is critically important to maintain the balance between liberty and security. While states must act against incitement to commit terrorist acts, for example, they must equally respect the peaceful expression of opinion, as Security Council Resolution 1624 rightly point out. International law also obliges UN member states to uphold the ban on torture, even when acting against terrorism. Respecting human rights is not only a moral and a legal obligation, it is also a security requirement. In countries that trample fundamental human rights, violent conflict usually is not far off. A durable peace cannot be achieved in conditions of lawlessness. Impunity for acts of genocide, war crimes or crimes against humanity does not allow for the reconciliation and respect for the rule of law which are essential to post-conflict rehabilitation. This is one of the reasons why the EU remains a strong supporter of the International Criminal Court - there is no security without justice.

The ultimate security risk, of course, is for weapons of mass destruction to fall into the hands of terrorists. The IAEA has rightly warned we are in a race against time. The EU has increased its co-operation with the IAEA in Vienna and the Organisation for the Prohibition of Chemical Weapons in The Hague, and is helping Russia dispense with its nuclear and chemical stockpiles. EU efforts continue to prevent Iran from developing nuclear weapons. But more must be done. Many countries have yet to sign and ratify the conventions against biological and chemical weapons and the main instruments against nuclear and missile proliferation. There is also much that could still be done to limit the risks terrorist attacks with radiological, biological or chemical material (weapons of mass disruption).

It is time for me to conclude. The role of the European Union in combating terrorism has grown significantly. Some might say: surprisingly quickly, in view of the highly sensitive nature of the subject - after all, no other issue is more central to national sovereignty than the protection of national security. In the near future the EU's coordinating responsibilities will be extended further to the protection of critical national infrastructure and civil protection. Still, two caveats are in order. The EU is not a federal state; the main instruments in the fight against terrorism, including police forces, judicial authorities and security agencies, will remain under the control of national authorities. The role of the EU, therefore, is not to replace its member states, but to coordinate their actions and to facilitate their cross-border co-operation, including in the field of foreign affairs. Second, while as a result of increased European co-operation Europeans today on the whole are better protected than a few years ago, Europe remains vulnerable. The terrorist threat has changed; it has not diminished. 

The attacks on Madrid and London have brought profound suffering. Relatives and friends of the victims have been scarred for life. However, neither Spain nor the United Kingdom has been brought to its knees. On the contrary: people reacted with calm and dignity. Europeans have shown they will not be cowed. They understand that the terrorists cannot win what people are not prepared to grant them out of fear. In Europe and elsewhere in the world, democracy is proving stronger than terrorism. So, as democrats stand together to defend our societies and our values against the bullet and the bomb, we may be confident that, though it may take many years, we will prevail. Ultimately, freedom is stronger than fear.
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